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PART 1159—IMPLEMENTATION OF 
THE PRIVACY ACT OF 1974 

Sec. 
1159.1 What definitions apply to these regu-

lations? 
1159.2 What is the purpose of these regula-

tions? 
1159.3 Where should individuals send inquir-

ies about the Endowment’s systems of 
records or implementation of the Privacy 
Act? 

1159.4 How will the public receive notifica-
tion of the Endowment’s systems of 
records? 

1159.5 What government entities will the 
Endowment notify of proposed changes 
to its systems of records? 

1159.6 What limits exist as to the contents 
of the Endowment’s systems of records? 

1159.7 Will the Endowment collect informa-
tion from me for its records? 

1159.8 How can I acquire access to Endow-
ment records pertaining to me? 

1159.9 What identification will I need to 
show when I request access to Endow-
ment records pertaining to me? 

1159.10 How can I pursue amendments to or 
corrections of an Endowment record? 

1159.11 How can I appeal a refusal to amend 
or correct an Endowment record? 

1159.12 Will the Endowment charge me fees 
to locate, review, or copy records? 

1159.13 In what other situations will the En-
dowment disclose its records? 

1159.14 Will the Endowment maintain a 
written account of disclosures made from 
its systems of records? 

1159.15 Who has the responsibility for main-
taining adequate technical, physical, and 
security safeguards to prevent unauthor-
ized disclosure or destruction of manual 
and automatic record systems? 

1159.16 Will the Endowment take steps to 
ensure that its employees involved with 
its systems of records are familiar with 
the requirements and implications of the 
Privacy Act? 

1159.17 Which of the Endowment’s systems 
of records are covered by exemptions in 
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1159.18 What are the penalties for obtaining 
an Endowment record under false pre-
tenses? 

1159.19 What restrictions exist regarding 
the release of mailing lists? 

AUTHORITY: 5 U.S.C. 552a(f). 

SOURCE: 65 FR 46371, July 28, 2000, unless 
otherwise noted. 

§ 1159.1 What definitions apply to 
these regulations? 

The definitions of the Privacy Act 
apply to this part. In addition, as used 
in this part: 

(a) Agency means any executive de-
partment, military department, gov-
ernment corporation, or other estab-
lishment in the executive branch of the 
Federal government, including the Ex-
ecutive Office of the President or any 
independent regulatory agency. 

(b) Business day means a calendar 
day, excluding Saturdays, Sundays, 
and legal public holidays. 

(c) Chairperson means the Chair-
person of the Endowment, or his or her 
designee; 

(d) Endowment means the National 
Endowment for the Arts; 

(e) Endowment system means a sys-
tem of records maintained by the En-
dowment; 

(f) General Counsel means the General 
Counsel of the Endowment, or his or 
her designee. 

(g) Individual means any citizen of 
the United States or an alien lawfully 
admitted for permanent residence; 

(h) Maintain means to collect, use, 
store, or disseminate records, as well 
as any combination of these record-
keeping functions. The term also in-
cludes exercise of control over and, 
therefore, responsibility and account-
ability for, systems of records; 

(i) Privacy Act means the Privacy Act 
of 1974, as amended (5 U.S.C. 552a); 

(j) Record means any item, collection, 
or grouping of information about an in-
dividual that is maintained by an agen-
cy and contains the individual’s name 
or another identifying particular, such 
as a number or symbol assigned to the 
individual, or his or her fingerprint, 
voice print, or photograph. The term 
includes, but is not limited to, infor-
mation regarding an individual’s edu-
cation, financial transactions, medical 
history, and criminal or employment 
history; 

(k) Routine use means, with respect 
to the disclosure of a record, the use of 
a record for a purpose that is compat-
ible with the purpose for which it was 
collected; 

(l) Subject individual means the indi-
vidual to whom a record pertains. Uses 
of the terms ‘‘I’’, ‘‘you’’, ‘‘me’’, and 
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other references to the reader of the 
regulations in this part are meant to 
apply to subject individuals as defined 
in this paragraph (l); and 

(m) System of records means a group of 
records under the control of any agen-
cy from which information is retrieved 
by use of the name of the individual or 
by some number, symbol, or other 
identifying particular assigned to the 
individual. 

§ 1159.2 What is the purpose of these 
regulations? 

The regulations in this part set forth 
the Endowment’s procedures under the 
Privacy Act, as required by 5 U.S.C. 
552a(f), with respect to systems of 
records maintained by the Endowment. 
These regulations establish procedures 
by which an individual may exercise 
the rights granted by the Privacy Act 
to determine whether an Endowment 
system contains a record pertaining to 
him or her; to gain access to such 
records; and to request correction or 
amendment of such records. These reg-
ulations also set identification require-
ments, prescribe fees to be charged for 
copying records, and establish exemp-
tions from certain requirements of the 
Act for certain Endowment systems or 
components thereof. 

§ 1159.3 Where should individuals send 
inquiries about the Endowment’s 
systems of records or implementa-
tion of the Privacy Act? 

Inquiries about the Endowment’s sys-
tems of records or implementation of 
the Privacy Act should be sent to the 
following address: National Endow-
ment for the Arts; Office of the General 
Counsel; 1100 Pennsylvania Avenue, 
NW; Room 518; Washington, DC 20506. 

§ 1159.4 How will the public receive 
notification of the Endowment’s 
systems of records? 

(a) From time to time, the Endow-
ment shall review its systems of 
records in the FEDERAL REGISTER, and 
publish, if necessary, any amendments 
to those systems of records. Such pub-
lication shall not be made for those 
systems of records maintained by other 
agencies while in the temporary cus-
tody of the Endowment. 

(b) At least 30 days prior to publica-
tion of information under paragraph (a) 

of this section, the Endowment shall 
publish in the FEDERAL REGISTER a no-
tice of its intention to establish any 
new routine uses of any of its systems 
of records, thereby providing the public 
an opportunity to comment on such 
uses. This notice published by the En-
dowment shall contain the following: 

(1) The name of the system of records 
for which the routine use is to be es-
tablished; 

(2) The authority for the system; 
(3) The purpose for which the record 

is to be maintained; 
(4) The proposed routine use(s); 
(5) The purpose of the routine use(s); 

and 
(6) The categories of recipients of 

such use. 
(c) Any request for additions to the 

routine uses of Endowment systems 
should be sent to the Office of the Gen-
eral Counsel (see § 1159.3 of this part). 

(d) Any individual who wishes to 
know whether an Endowment system 
contains a record pertaining to him or 
her should write to the Office of the 
General Counsel (see § 1159.3 of this 
part). Such individuals may also call 
the Office of the General Counsel at 
(202) 682–5418 on business days, between 
the hours of 9 a.m. and 5:30 p.m., to 
schedule an appointment to make an 
inquiry in person. In either case, in-
quiries should be presented in writing 
and should specifically identify the En-
dowment systems involved. The En-
dowment will attempt to respond to an 
inquiry as to whether a record exists 
within 10 business days of receiving the 
inquiry. 

§ 1159.5 What government entities will 
the Endowment notify of proposed 
changes to its systems of records? 

When the Endowment proposes to es-
tablish or significantly changes any of 
its systems of records, it shall provide 
adequate advance notice of such pro-
posal to the Committee on Government 
Reform of the House of Representa-
tives, the Committee on Governmental 
Affairs of the Senate, and the Office of 
Management and Budget (OMB), in 
order to permit an evaluation of the 
probable or potential effect of such 
proposal on the privacy or other rights 
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of individuals. This report will be sub-
mitted in accordance with guidelines 
provided by the OMB. 

§ 1159.6 What limits exist as to the con-
tents of the Endowment’s systems 
of records? 

(a) The Endowment shall maintain 
only such information about an indi-
vidual as is relevant and necessary to 
accomplish a purpose of the agency re-
quired by statute or by executive order 
of the President. In addition, the En-
dowment shall maintain all records 
that are used in making determina-
tions about any individual with such 
accuracy, relevance, timeliness, and 
completeness as is reasonably nec-
essary to ensure fairness to that indi-
vidual in the making of any determina-
tion about him or her. However, the 
Endowment shall not be required to up-
date retired records. 

(b) The Endowment shall not main-
tain any record about any individual 
with respect to or describing how such 
individual exercises rights guaranteed 
by the First Amendment of the Con-
stitution of the United States, unless 
expressly authorized by statute or by 
the subject individual, or unless perti-
nent to and within the scope of an au-
thorized law enforcement activity. 

§ 1159.7 Will the Endowment collect in-
formation from me for its records? 

The Endowment shall collect infor-
mation, to the greatest extent prac-
ticable, directly from you when the in-
formation may result in adverse deter-
minations about your rights, benefits, 
or privileges under Federal programs. 
In addition, the Endowment shall in-
form you of the following, either on the 
form it uses to collect the information 
or on a separate form that you can re-
tain, when it asks you to supply infor-
mation: 

(a) The statutory or executive order 
authority that authorizes the solicita-
tion of the information; 

(b) Whether disclosure of such infor-
mation is mandatory or voluntary; 

(c) The principal purpose(s) for which 
the information is intended to be used; 

(d) The routine uses that may be 
made of the information, as published 
pursuant to § 1159.4 of this part; and 

(e) Any effects on you of not pro-
viding all or any part of the required or 
requested information. 

§ 1159.8 How can I acquire access to 
Endowment records pertaining to 
me? 

The following procedures apply to 
records that are contained in an En-
dowment system: 

(a) You may request review of 
records pertaining to you by writing to 
the Office of the General Counsel (see 
§ 1159.3 of this part). You may also call 
the Office of the General Counsel at 
(202) 682–5418 on business days, between 
the hours of 9 a.m. and 5:30 p.m., to 
schedule an appointment to make such 
a request in person. In either case, 
your request should be presented in 
writing and should specifically identify 
the Endowment systems involved. 

(b) Access to the record, or to any 
other information pertaining to you 
that is contained in the system, shall 
be provided if the identification re-
quirements of § 1159.9 of this part are 
satisfied and the record is otherwise 
determined to be releasable under the 
Privacy Act and these regulations. The 
Endowment shall provide you an oppor-
tunity to have a copy made of any such 
record about you. Only one copy of 
each requested record will be supplied, 
based on the fee schedule in § 1159.12 of 
this part. 

(c) The Endowment will comply 
promptly with requests made in person 
at scheduled appointments, if the re-
quirements of this section are met and 
the records sought are immediately 
available. The Endowment will ac-
knowledge mailed requests, or personal 
requests for documents that are not 
immediately available, within 10 busi-
ness days, and the information re-
quested will be provided promptly 
thereafter. 

(d) If you make your request in per-
son at a scheduled appointment, you 
may, upon your request, be accom-
panied by a person of your choice to re-
view your record. The Endowment may 
require that you furnish a written 
statement authorizing discussion of 
your record in the accompanying per-
son’s presence. A record may be dis-
closed to a representative chosen by 
you upon your proper written consent. 
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(e) Medical or psychological records 
pertaining to you shall be disclosed to 
you unless, in the judgment of the En-
dowment, access to such records might 
have an adverse effect upon you. When 
such determination has been made, the 
Endowment may refuse to disclose 
such information directly to you. The 
Endowment will, however, disclose this 
information to a licensed physician 
designated by you in writing. 

§ 1159.9 What identification will I need 
to show when I request access to 
Endowment records pertaining to 
me? 

The Endowment shall require reason-
able identification of all individuals 
who request access to records in an En-
dowment system to ensure that they 
are disclosed to the proper person. 

(a) The amount of personal identi-
fication required will of necessity vary 
with the sensitivity of the record in-
volved. In general, if you request dis-
closure in person, you shall be required 
to show an identification card, such as 
a driver’s license, containing your pho-
tograph and sample signature. How-
ever, with regard to records in Endow-
ment systems that contain particu-
larly sensitive and/or detailed personal 
information, the Endowment reserves 
the right to require additional means 
of identification as are appropriate 
under the circumstances. These means 
include, but are not limited to, requir-
ing you to sign a statement under oath 
as to your identity, acknowledging 
that you are aware of the penalties for 
improper disclosure under the provi-
sions of the Privacy Act. 

(b) If you request disclosure by mail, 
the Endowment will request such infor-
mation as may be necessary to ensure 
that you are properly identified. Au-
thorized means to achieve this goal in-
clude, but are not limited to, requiring 
that a mail request include certifi-
cation that a duly commissioned no-
tary public of any State or territory 
(or a similar official, if the request is 
made outside of the United States) re-
ceived an acknowledgment of identity 
from you. 

(c) If you are unable to provide suit-
able documentation or identification, 
the Endowment may require a signed, 
notarized statement asserting your 

identity and stipulating that you un-
derstand that knowingly or willfully 
seeking or obtaining access to records 
about another person under false pre-
tenses is punishable by a fine of up to 
$5,000. 

§ 1159.10 How can I pursue amend-
ments to or corrections of an En-
dowment record? 

(a) You are entitled to request 
amendments to or corrections of 
records pertaining to you pursuant to 
the provisions of the Privacy Act, in-
cluding 5 U.S.C. 552a(d)(2). Such a re-
quest should be made in writing and 
addressed to the Office of the General 
Counsel (see § 1159.3 of this part). 

(b) Your request for amendments or 
corrections should specify the fol-
lowing: 

(1) The particular record that you are 
seeking to amend or correct; 

(2) The Endowment system from 
which the record was retrieved; 

(3) The precise correction or amend-
ment you desire, preferably in the form 
of an edited copy of the record reflect-
ing the desired modification; and 

(4) Your reasons for requesting 
amendment or correction of the record. 

(c) The Endowment will acknowledge 
a request for amendment or correction 
of a record within 10 business days of 
its receipt, unless the request can be 
processed and the individual informed 
of the General Counsel’s decision on 
the request within that 10-day period. 

(d) If after receiving and inves-
tigating your request, the General 
Counsel agrees that the record is not 
accurate, timely, or complete, based on 
a preponderance of the evidence, then 
the record will be corrected or amend-
ed promptly. The record will be deleted 
without regard to its accuracy, if the 
record is not relevant or necessary to 
accomplish the Endowment function 
for which the record was provided or is 
maintained. In either case, you will be 
informed in writing of the amendment, 
correction, or deletion. In addition, if 
accounting was made of prior disclo-
sures of the record, all previous recipi-
ents of the record will be informed of 
the corrective action taken. 

(e) If after receiving and inves-
tigating your request, the General 
Counsel does not agree that the record 
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should be amended or corrected, you 
will be informed promptly in writing of 
the refusal to amend or correct the 
record and the reason for this decision. 
You will also be informed that you 
may appeal this refusal in accordance 
with § 1159.11 of this part. 

(f) Requests to amend or correct a 
record governed by the regulations of 
another agency will be forwarded to 
such agency for processing, and you 
will be informed in writing of this re-
ferral. 

§ 1159.11 How can I appeal a refusal to 
amend or correct an Endowment 
record? 

(a) You may appeal a refusal to 
amend or correct a record to the Chair-
person. Such appeal must be made in 
writing within 10 business days of your 
receipt of the initial refusal to amend 
or correct your record. Your appeal 
should be sent to the Office of the Gen-
eral Counsel (see § 1159.3 of this part), 
should indicate that it is an appeal, 
and should include the basis for the ap-
peal. 

(b) The Chairperson will review your 
request to amend or correct the record, 
the General Counsel’s refusal, and any 
other pertinent material relating to 
the appeal. No hearing will be held. 

(c) The Chairperson shall render his 
or her decision on your appeal within 
30 business days of its receipt by the 
Endowment, unless the Chairperson, 
for good cause shown, extends the 30- 
day period. Should the Chairperson ex-
tend the appeal period, you will be in-
formed in writing of the extension and 
the circumstances of the delay. 

(d) If the Chairperson determines 
that the record that is the subject of 
the appeal should be amended or cor-
rected, the record will be so modified, 
and you will be informed in writing of 
the amendment or correction. Where 
an accounting was made of prior disclo-
sures of the record, all previous recipi-
ents of the record will be informed of 
the corrective action taken. 

(e) If your appeal is denied, you will 
be informed in writing of the following: 

(1) The denial and the reasons for the 
denial; 

(2) That you may submit to the En-
dowment a concise statement setting 
forth the reasons for your disagree-

ment as to the disputed record. Under 
the procedures set forth in paragraph 
(f) of this section, your statement will 
be disclosed whenever the disputed 
record is disclosed; and 

(3) That you may seek judicial review 
of the Chairperson’s determination 
under 5 U.S.C. 552a(g)(1)(a). 

(f) Whenever you submit a statement 
of disagreement to the Endowment in 
accordance with paragraph (e)(2) of this 
section, the record will be annotated to 
indicate that it is disputed. In any sub-
sequent disclosure, a copy of your 
statement of disagreement will be dis-
closed with the record. If the Endow-
ment deems it appropriate, a concise 
statement of the Chairperson’s reasons 
for denying your appeal may also be 
disclosed with the record. While you 
will have access to this statement of 
the Chairperson’s reasons for denying 
your appeal, such statement will not be 
subject to correction or amendment. 
Where an accounting was made of prior 
disclosures of the record, all previous 
recipients of the record will be pro-
vided a copy of your statement of dis-
agreement, as well as any statement of 
the Chairperson’s reasons for denying 
your appeal. 

§ 1159.12 Will the Endowment charge 
me fees to locate, review, or copy 
records? 

(a) The Endowment shall charge no 
fees for search time or for any other 
time expended by the Endowment to 
review a record. However, the Endow-
ment may charge fees where you re-
quest that a copy be made of a record 
to which you have been granted access. 
Where a copy of the record must be 
made in order to provide access to the 
record (e.g., computer printout where 
no screen reading is available), the 
copy will be made available to you 
without cost. 

(b) Copies of records made by photo-
copy or similar process will be charged 
to you at the rate of $0.10 per page. 
Where records are not susceptible to 
photocopying (e.g., punch cards, mag-
netic tapes, or oversize materials), you 
will be charged actual cost as deter-
mined on a case-by-case basis. A copy-
ing fee totaling $3.00 or less shall be 
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waived, but the copying fees for con-
temporaneous requests by the same in-
dividual shall be aggregated to deter-
mine the total fee. 

(c) Special and additional services 
provided at your request, such as cer-
tification or authentication, postal in-
surance, and special mailing arrange-
ment costs, will be charged to you. 

(d) A copying fee shall not be charged 
or, alternatively, it may be reduced, 
when the General Counsel determines, 
based on a petition, that the peti-
tioning individual is indigent and that 
the Endowment’s resources permit a 
waiver of all or part of the fee. 

(e) All fees shall be paid before any 
copying request is undertaken. Pay-
ments shall be made by check or 
money order payable to the ‘‘National 
Endowment for the Arts.’’ 

§ 1159.13 In what other situations will 
the Endowment disclose its 
records? 

(a) The Endowment shall not disclose 
any record that is contained in a sys-
tem of records to any person or to an-
other agency, except pursuant to a 
written request by or with the prior 
written consent of the subject indi-
vidual, unless disclosure of the record 
is: 

(1) To those officers or employees of 
the Endowment who maintain the 
record and who have a need for the 
record in the performance of their offi-
cial duties; 

(2) Required under the provisions of 
the Freedom of Information Act (5 
U.S.C. 552). Records required to be 
made available by the Freedom of In-
formation Act will be released in re-
sponse to a request to the Endowment 
formulated in accordance with the Na-
tional Foundation on the Arts and the 
Humanities regulations published at 45 
CFR part 1100; 

(3) For a routine use as published in 
the annual notice in the FEDERAL REG-
ISTER; 

(4) To the Census Bureau for purposes 
of planning or carrying out a census, 
survey, or related activity pursuant to 
the provisions of Title 13 of the United 
States Code; 

(5) To a recipient who has provided 
the Endowment with adequate advance 
written assurance that the record will 

be used solely as a statistical research 
or reporting record, and the record is 
to be transferred in a form that is not 
individually identifiable; 

(6) To the National Archives and 
Records Administration as a record 
that has sufficient historical or other 
value to warrant its continued preser-
vation by the United States govern-
ment, or for evaluation by the Archi-
vist of the United States, or his or her 
designee, to determine whether the 
record has such value; 

(7) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of 
the United States for a civil or crimi-
nal law enforcement activity, if the ac-
tivity is authorized by law, and if the 
head of the agency or instrumentality 
has made a written request to the En-
dowment for such records specifying 
the particular portion desired and the 
law enforcement activity for which the 
record is sought. The Endowment may 
also disclose such a record to a law en-
forcement agency on its own initiative 
in situations in which criminal conduct 
is suspected, provided that such disclo-
sure has been established as a routine 
use, or in situations in which the mis-
conduct is directly related to the pur-
pose for which the record is main-
tained; 

(8) To a person pursuant to a showing 
of compelling circumstances affecting 
the health or safety of an individual if, 
upon such disclosure, notification is 
transmitted to the last known address 
of such individual; 

(9) To either House of Congress, or, to 
the extent of matter within its juris-
diction, any committee or sub-
committee thereof, any joint com-
mittee of Congress, or subcommittee of 
any such joint committee; 

(10) To the Comptroller General, or 
any of his or her authorized representa-
tives, in the course of the performance 
of official duties of the General Ac-
counting Office; 

(11) To a consumer reporting agency 
in accordance with 31 U.S.C. 3711(e); or 

(12) Pursuant to an order of a court of 
competent jurisdiction. In the event 
that any record is disclosed under such 
compulsory legal process, the Endow-
ment shall make reasonable efforts to 
notify the subject individual after the 
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process becomes a matter of public 
record. 

(b) Before disseminating any record 
about any individual to any person 
other than an Endowment employee, 
the Endowment shall make reasonable 
efforts to ensure that such records are, 
or at the time they were collected 
were, accurate, complete, timely, and 
relevant for Endowment purposes. This 
paragraph (b) does not apply to dis-
seminations made pursuant to the pro-
visions of the Freedom of Information 
Act (5 U.S.C. 552) and paragraph (a)(2) 
of this section. 

§ 1159.14 Will the Endowment main-
tain a written account of disclo-
sures made from its systems of 
records? 

(a) The Office of the General Counsel 
shall maintain a written log containing 
the date, nature, and purpose of each 
disclosure of a record to any person or 
to another agency. Such accounting 
shall also contain the name and ad-
dress of the person or agency to whom 
each disclosure was made. This log 
need not include disclosures made to 
Endowment employees in the course of 
their official duties, or pursuant to the 
provisions of the Freedom of Informa-
tion Act (5 U.S.C. 552). 

(b) The Endowment shall retain the 
accounting of each disclosure for at 
least five years after the accounting is 
made or for the life of the record that 
was disclosed, whichever is longer. 

(c) The Endowment shall make the 
accounting of disclosures of a record 
pertaining to you available to you at 
your request. Such a request should be 
made in accordance with the proce-
dures set forth in § 1159.8 of this part. 
This paragraph (c) does not apply to 
disclosures made for law enforcement 
purposes under 5 U.S.C. 552a(b)(7) and 
§ 1159.13(a)(7) of this part. 

§ 1159.15 Who has the responsibility 
for maintaining adequate technical, 
physical, and security safeguards to 
prevent unauthorized disclosure or 
destruction of manual and auto-
matic record systems? 

The Deputy Chairman for Manage-
ment and Budget has the responsibility 
of maintaining adequate technical, 
physical, and security safeguards to 
prevent unauthorized disclosure or de-

struction of manual and automatic 
record systems. These security safe-
guards shall apply to all systems in 
which identifiable personal data are 
processed or maintained, including all 
reports and outputs from such systems 
that contain identifiable personal in-
formation. Such safeguards must be 
sufficient to prevent negligent, acci-
dental, or unintentional disclosure, 
modification or destruction of any per-
sonal records or data, and must fur-
thermore minimize, to the extent prac-
ticable, the risk that skilled techni-
cians or knowledgeable persons could 
improperly obtain access to modify or 
destroy such records or data and shall 
further insure against such casual 
entry by unskilled persons without of-
ficial reasons for access to such records 
or data. 

(a) Manual systems. (1) Records con-
tained in a system of records as defined 
herein may be used, held or stored only 
where facilities are adequate to pre-
vent unauthorized access by persons 
within or outside the Endowment. 

(2) All records, when not under the 
personal control of the employees au-
thorized to use the records, must be 
stored in a locked metal filing cabinet. 
Some systems of records are not of 
such confidential nature that their dis-
closure would constitute a harm to an 
individual who is the subject of such 
record. However, records in this cat-
egory shall also be maintained in 
locked metal filing cabinets or main-
tained in a secured room with a lock-
ing door. 

(3) Access to and use of a system of 
records shall be permitted only to per-
sons whose duties require such access 
within the Endowment, for routine 
uses as defined in § 1159.1 as to any 
given system, or for such other uses as 
may be provided herein. 

(4) Other than for access within the 
Endowment to persons needing such 
records in the performance of their of-
ficial duties or routine uses as defined 
in § 1159.1, or such other uses as pro-
vided herein, access to records within a 
system of records shall be permitted 
only to the individual to whom the 
record pertains or upon his or her writ-
ten request to the General Counsel. 

(5) Access to areas where a system of 
records is stored will be limited to 
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those persons whose duties require 
work in such areas. There shall be an 
accounting of the removal of any 
records from such storage areas uti-
lizing a written log, as directed by the 
Deputy Chairman for Management and 
Budget. The written log shall be main-
tained at all times. 

(6) The Endowment shall ensure that 
all persons whose duties require access 
to and use of records contained in a 
system of records are adequately 
trained to protect the security and pri-
vacy of such records. 

(7) The disposal and destruction of 
records within a system of records 
shall be in accordance with rules pro-
mulgated by the General Services Ad-
ministration. 

(b) Automated systems. (1) Identifiable 
personal information may be processed, 
stored or maintained by automated 
data systems only where facilities or 
conditions are adequate to prevent un-
authorized access to such systems in 
any form. Whenever such data, whether 
contained in punch cards, magnetic 
tapes or discs, are not under the per-
sonal control of an authorized person, 
such information must be stored in a 
locked or secured room, or in such 
other facility having greater safe-
guards than those provided for herein. 

(2) Access to and use of identifiable 
personal data associated with auto-
mated data systems shall be limited to 
those persons whose duties require 
such access. Proper control of personal 
data in any form associated with auto-
mated data systems shall be main-
tained at all times, including mainte-
nance of accountability records show-
ing disposition of input and output doc-
uments. 

(3) All persons whose duties require 
access to processing and maintenance 
of identifiable personal data and auto-
mated systems shall be adequately 
trained in the security and privacy of 
personal data. 

(4) The disposal and disposition of 
identifiable personal data and auto-
mated systems shall be done by shred-
ding, burning or in the case of tapes or 
discs, degaussing, in accordance with 
any regulations now or hereafter pro-
posed by the General Services Adminis-
tration or other appropriate authority. 

§ 1159.16 Will the Endowment take 
steps to ensure that its employees 
involved with its systems of records 
are familiar with the requirements 
and implications of the Privacy 
Act? 

(a) The Chairperson shall ensure that 
all persons involved in the design, de-
velopment, operation or maintenance 
of any Endowment system are in-
formed of all requirements necessary 
to protect the privacy of subject indi-
viduals. The Chairperson shall also en-
sure that all Endowment employees 
having access to records receive ade-
quate training in their protection, and 
that records have adequate and proper 
storage with sufficient security to as-
sure the privacy of such records. 

(b) All employees shall be informed 
of the civil remedies provided under 5 
U.S.C. 552a(g)(1) and other implications 
of the Privacy Act, and the fact that 
the Endowment may be subject to civil 
remedies for failure to comply with the 
provisions of the Privacy Act and these 
regulations. 

§ 1159.17 Which of the Endowment’s 
systems of records are covered by 
exemptions in the Privacy Act? 

(a) Pursuant to and limited by 5 
U.S.C. 552a(j)(2), the Endowment sys-
tem entitled ‘‘Office of the Inspector 
General Investigative Files’’ shall be 
exempted from the provisions of 5 
U.S.C. 552a, except for subsections (b); 
(c)(1) and (2); (e)(4)(A) through (F); 
(e)(6), (7), (9), (10), and (11); and (i), inso-
far as that Endowment system con-
tains information pertaining to crimi-
nal law enforcement investigations. 

(b) Pursuant to and limited by 5 
U.S.C. 552a(k)(2), the Endowment sys-
tem entitled ‘‘Office of the Inspector 
General Investigative Files’’ shall be 
exempted from 5 U.S.C. 552a(c)(3); (d); 
(e)(1); (e)(4)(G), (H), and (I); and (f), in-
sofar as that Endowment system con-
sists of investigatory material com-
piled for law enforcement purposes, 
other than material within the scope of 
the exemption at 5 U.S.C. 552a(j)(2). 

(c) The Endowment system entitled 
‘‘Office of the Inspector General Inves-
tigative Files’’ is exempt from the 
above-noted provisions of the Privacy 
Act because their application might 
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alert investigation subjects to the ex-
istence or scope of investigations; lead 
to suppression, alteration, fabrication, 
or destruction of evidence; disclose in-
vestigative techniques or procedures; 
reduce the cooperativeness or safety of 
witnesses; or otherwise impair inves-
tigations. 

§ 1159.18 What are the penalties for ob-
taining an Endowment record 
under false pretenses? 

(a) Under 5 U.S.C. 552a(i)(3), any per-
son who knowingly and willfully re-
quests or obtains any record con-
cerning an individual from the Endow-
ment under false pretenses shall be 

guilty of a misdemeanor and fined not 
more than $5,000. 

(b) A person who falsely or fraudu-
lently attempts to obtain records 
under the Privacy Act may also be sub-
ject to prosecution under other stat-
utes, including 18 U.S.C. 494, 495, and 
1001. 

§ 1159.19 What restrictions exist re-
garding the release of mailing lists? 

The Endowment may not sell or rent 
an individual’s name and address un-
less such action is specifically author-
ized by law. This section shall not be 
construed to require the withholding of 
names and addresses otherwise per-
mitted to be made public. 
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